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Part A

Answer any ten questions.

Each question carries 2 marks.
 

1.  List the different types of topology .

2.  What do you mean by ARP spoofing?

3.  Define security service.

4.  Define active attacks.

5.  What are the requirements for secure use of symmetric encryption?

6.  Define the term SPD.

7.  What is vulnerability?

8.  What is TLS?

9.  Explain about SSL Alert protocol.

10.  What is PGP?

11.  How the firewall is implemented in VPN?

12.  Define stateful inspection firewall.

(10×2=20)

Part B

Answer any six questions.

Each question carries 5 marks.
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13.  Explain TCP/IP protocol suit.

14.  How does DNS works?

15.  What is authenticity?

16.  Explain the secret information.

17.  Which are the components of role based model?

18.  What are the dimensions used to characterize cryptographic systems?

19.  How symmetric keys can be distributed using symmetric encryption?

20.  Write a brief description of SSL Record protocol.

21.  What is distributed firewall configuration?

(6×5=30)

Part C

Answer any two questions.

Each question carries 15 marks.
 

22.  Explain in detail on UDP.

23.  Write a brief Description of public key Cryptosystems and Explain RSA algorithm with
suitable example.

24.  Explain about AH and ESP protocols.

25.  Briefly explain Password Management.

(2×15=30)
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